Tabletop Emergency Exercise for DCS

TABLETOP EXERCISE SCENARIO

Purpose This exercise is intended to meet the following objectives;
1. Orient new Director's Command Staff members on
emergency procedures and DCS roles
2. Exercise several key emergency strategies with applicability
to multiple types of events

3. Evaluate relevant EH&S Manual and other procedures
4. Identify training needs

First-Stage of Scenario

It is about 3:00 pm on a July 12" afternoon. The weather alert radios have
been broadcasting severe thunderstorm warnings and tornado alerts for
several hours.

A violent windstorm has just passed through the area. From CEBAF
Center it is possible to see a number of downed trees and scattered debris.
Power is out in Bldg. 12, and the emergency generator has started and
successfully transferred vital circuits to back-up power. Heavy rain
continues to fall, and there is lightning in the near vicinity.

The rapid page system displays the following message: “Fire Alarm in
Bldg. 28.” Within a minute or so, a second message displays: “911 call
from Bldg 19.” Five-plus minutes elapse with no additional messages.

At 3:10 or so, the JLab Facility Manager receives a call on his cell phone
from a Facilities Management staff member, relayed from the C. Center
receptionist. The caller is noticeably upset, and his message is only
partially coherent. After some efforts by the FM to clarify the situation, the
following details emerge:

¢ A portion of the VARC Bldg. has been damaged — collapsed exterior
walls and a portion of the roof has dropped into the interior.

e A number of people have obvious injuries; some cannot walk, and
others have serious lacerations.

¢ One of the JLab nurses is attending to the injured.
¢ A 911 call was made from the Forestry Bldg.
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The caller abruptly cuts off the conversation saying that the EMT
ambulance and a fire truck have arrived.

Concurrently, the ADIC for VARC receives a call from the Building Manager
asking her to come to the scene. He categorizes the situation as “a mass
casualty.”

{Pause for analysis & discussion}

Facilitator Prompts, Discussion Points, Actions
DCS convened yet?
Med Services damaged? HR?

The fire alarm was caused by the sprinkler pipes breaking and activating
the flow switch.

Scenario
Second-Stage

At about 3:30 pm, the JLab Emergency Manager arrives at CEBAF Center
with a report on the situation.

VARC was occupied when the storm hit. Because of the weather alert
warnings, additional people from Trailer City had sought shelter in the
building as well. The entire N.E. quadrant of VARC is badly damaged.
(See drawing.) There is extensive flooding inside the building from broken
water pipes and rain. Several windows along the west side are broken.
Regular muster points are littered with debris or have fire apparatus parked
in them.

The EM advises that there is no quick method to verify all occupants are
accounted for. When he left the scene, evacuation had not been ordered
(remember the rain and lightning), but most of the building occupants were
congregating at the corner diagonal from the damage area (in BEAMS
classrooms and adjacent spaces).
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{Pause for analysis & discussion}

The FPE calls to report that all utilities have been cut off to the building at
the request of the Fire Dept. captain on the scene.

The EM calls the Facility Manager with the following information:

e The Newport News Battalion Fire Chief is now on the scene. He has
ordered 100% evacuation of the building. No one except fire
personnel may enter. Additional medical and fire units have been
dispatched.

e The ADIC has directed all VARC staff to go the ARC lobby and remain
there.

e The Fire Chief has asked the JLab EM if all building occupants are
accounted for. At this point, the EM does not have the answer.

{Pause for analysis & discussion}

Facilitator Prompts, Discussion Points, Actions
DCS convened yet?

DCS checklist being used?
Any additional resources needed at DCS location?
Communications adequate for circumstances?
DOE reporting requirements?
HazMat implications?

Options for accounting for all known occupants?

Trailer City occupants: Anybody giving them information and direction?
What should that be?
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Communications? Some of the 2-way radios are still in Facilities’ office.

Area security: Access to the area being controlled by guards? How about
access onto the site?

Impact of this situation on Lab operations:
Short-term? Long-term?

Scenario
Third-Stage

It's now after 4:00 pm. Rain and lightning have moved out of the area.

EM contacts FM (by radio or cell phone?) to report the following:

e Three injured staff members have been transported to Riverside
Hospital. According to the EMT supervisor, at least two more will be
transported. Medical Services has the names and preferred contact
name and number and is making calls.

¢ Along with the rest of the building, Medical Services clinic cannot be
entered.

e Battalion Chief is growing more insistent on knowing whether all
occupants are accounted for. He believes the remaining portion of the
damaged section of the building is structurally unsound. (Facilities
Management engineers concur with this assessment.) A technical
rescue team will be needed to search the area if JLab cannot account
for all occupants.

e Chief also wants a designated liaison with JLab. EM commits to being
that person.

¢ ADIC is in process of polling VARC occupants for anyone known to have
been in the building but is not present. One name has emerged: Jane
Doe. She was last seen in her office. (See notation on drawing.)

{Pause for analysis & discussion}
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¢ ADIC calls FM & Director to report that Betty Rubble was last seen in
her office by several co-workers — sometime before the storm. Her work
area is in the approximate center of the collapsed roof section. Her
normal job duties only rarely require her to go elsewhere on site, but
when she does, it is usually CEBAF Center.

¢ A call is forwarded to Public Affairs office from a local TV station. They
have heard the dispatch call for the technical rescue team and want to
know what is happening at JLab.

e Newport News Police are now on the scene.

Facilitator Prompts, Discussion Points, Actions
DCS convened yet?

Options for locating unaccounted-for employee?
Should Fire Dept. be asked to summon technical rescue team at this point?

Is it appropriate to be referring to the missing employee by name? Does
choice of cell phone or radio have any bearing on the question?

Is there a press statement ready for release?

Is there someone at the scene to serve as liaison with the police?

Scenario
Fourth-Stage

All attempts to locate missing employee on site have been unsuccessful.
There is now the obvious need to contact the person at home — with the
possibility of a family member answering the phone.

EM comes to DCS location to provide an update.

e The technical rescue team is at work and has summoned a crane to lift
sections of wall and roof.

e Fire Dept. has “tactical control” of VARC. This means JLab staff cannot
enter.
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e |tis apparent at this point that there is 100% loss of computers
(including everything in the VARC Computer Room), office furniture, and
business machines in the affected area. (See drawing.) This includes
Payroll, Accounts Payable, Accounting offices.

e According to Fire Dept. staff, Medical Services, Human Resources
appear to have soaked carpets and some fallen ceiling tiles, but
probably little damage to contents.

{Pause for analysis & discussion}

Facilitator Prompts, Discussion Points, Actions
Who has the responsibility to make “the call?”

Is there a protocol in place for such a situation?

If JLab were to insist on entering the building, the Fire Dept. will halt their
rescue efforts and leave the scene.

What are the options for finding temporary workspace for the displaced
Finance groups: on-site and off-site?

Who has a plan for procuring temporary office space and equipment? (A)
What network and telecom resources will the groups need?

Who has a plan for establishing network and telecom connectivity post-
disaster? (B)

How can A & B collaborate to find the best option(s)? Is there a need for a
facilitator, and will she or he have the authority to commit funding?

Should the EM have left the scene? Should the ADIC do so at this point?

It is now 8:30 pm. The ADIC calls from the scene. The missing employee
has been located under roof debris. She is alive but badly injured and
semi-conscious. The rescuers predict it will take another few minutes to
clear the debris to reach her.
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Facilitator Prompts, Discussion Points, Actions

The employee’s emergency contact information is needed, but cannot be
obtained from HR office. What is the back-up strategy?

The call is made to the employee’s home. There is no answer,

The alternate emergency contact is the employee’s sister. She is called
and reacts strongly — fearing the worst. After some time, she is able to
provide the employee’s husband’s cell phone number. He is then called,
and asserts his prerogative to know all of the details about the situation.
(He has heard radio reports of the tornado earlier in the afternoon.) He
concludes the conversation by stating his intention of coming to the site.

Facilitator Prompts, Discussion Points, Actions

Access to the site is blocked; husband will not be allowed on site unless
special arrangements are made. How should this situation be handled?
Should he have been told that he would not be allowed on site?

{Pause for analysis & discussion}

Two TV station mobile units are seeking access to the site. Calls seeking
information are coming in from TV and newspapers.

{Pause for analysis & discussion}

The employee is extracted and is transported to Riverside Hospital.
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Facilitator Prompts, Discussion Points, Actions
Consider the complications posed by the husband and the press.

Complications from HIPAA (medical privacy may limit or delay our ability to
find out status of employee).

What if this were a fatality? What other or different measures will DCS and
JLab need to take?

Exercise wrap-up.

Candidate issues for post-exercise follow up. Questionnaires (prepared in
advance by Exercise Planning Team) to be completed by managers of
these services in consultation with their staff. Send to FM who will review
them with EM and report on lessons-learned.

Acronyms

ADIC Associate Director in Charge

DCS Director's Command Staff

EM Emergency Manager

FM Facility Manager

FPE Fire Protection Engineer

HazMat Hazardous materials

HIPAA Health Insurance Portability & Accountability Act
HR Human Resources



